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06 aTOM JOKYMEHTe

JLOKyMeHT onucbiBaeT npowuecc NoAroToBKM K yCTaHOBKe M aKcrayaTaummn nporpammHoro moayns R9 VEDA SCADA
(nanee — R9 VEDA SCADA), ycTaHOBKY M 6a30BYyt0 HaCTPOMKY. [JOKYMeHT NpefHasHayeH AJisl CUCTEMHbIX
afMWHNCTPATOPOB.
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R9 VEDA SCADA — 3T0 KJIMEHT-CEpBEPHOE NporpaMmmMHoe obecrneyeHmne ansa c6opa TeneMeTpudecknx gaHHbIx

W yaaneHHoro ynpaBneHuns TexHonormdyeckumm oobektamu. R9 VEDA SCADA npefHa3HayeH A5 UCMONb30BaHUSA

B CUCTeMaX rpaXKaaHCKOoro HasHa4eHus.
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R9 VEDA SCADA MOXeT MCM0J/Ib30BaTbCs KaK CaMOCTOSITENIbHOE MPUITOXEHWNE C BEG-UHTEPhENCOM, a TaKXe B
dbopmaTte paclimpeHus, MHTerpupytoerocs B aucrnetdepckoe 0.

1.1 KOMMNoHeHTbI

Huxe npepocTaBnseTcs onmcaHne OCHOBHbIX MporpaMMHbix KoMnoHeHToB R9 VEDA SCADA.

CepBep R9 VEDA SCADA

CepBep R9 VEDA SCADA o6ecneunBaeT cnegytomne GyHKUNK:

«  [lonyyeHne UHDOPMALUK OT Pa3INYHbIX TEIEMETPUYECKUX YCTPOMCTB U OTOBpaXKeH e aKTyasibHOM

MHCI)OpMaLl,MM nonb3oBaTesto.

«  3anucb uHdopmMaumumu B 6asy faHHbIX.

» lpepocTaBneHune nonbsosaTtento R9 VEDA SCADA peneBaHTHOM MHbOPMaL MK U3 6a3bl aHHbIX.

« T[lepepayvy KOMaHp yaaneHHoro ynpasneHus, oTnpasneHHbix nonb3osatensamu R9 VEDA SCADA.

Ha komnbtoTepe cepeep R9 VEDA SCADA npefacTaBfeH Kak cny)6a ¢ umeHeM r9-veda-scada. 3anyck aTow CnyxXobl

Heo6xoAMM A AOoCTyna K HacTpoiikaM cepBepa. [locTyn obecrneunsaet Be6-npunoxeHue ControlCenter.

Mpwn aBTOpM3auum B ControlCenter nonb3oBaTento NpegocTaBasieTcs 4OCTyN K BHYTPEHHUM cnyx6am cepeepa R9 VEDA

SCADA. 3Tu cny6bl obecneumnBatoT cregyrowme dyHkuum cepsepa R9 VEDA SCADA:
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KOMMNOHEeHTbI

Cnyx6a

ioServer

OPCUACIient

ModbusClient

MQTTClient

SNMPClient
IEC104Client
BACnetClient
Reports
Notifier

DBSynchronizer

OnucaHue

MogkntoyeHue Kk cepepy R9 VEDA SCADA 1 6a3e flaHHbIX, @ TaKXe NoAKIoYeHune
K paguocepBepy AMCNeTYEPCKON CUCTEMDbI.

MoakntoyeHme kK OPC-cepBepaM, peannsyowmnm crneundmkaymio eanHon apxXMTeKTypbl,
pekoMmeHaoBaHHbIn OPC Foundation.

MogkntouyeHne n o6MeH AaHHbiMUM no npotokony Modbus TCP n Modbus RTU.

MoakntoYeHme n 06MeH gaHHbIMU Mexay yCTpOVICTBaMVI no NnpuHUMny n3patesib-
noannCcHYUK.

MogkntoyeHue n c6op gaHHbIX No npotokony SNMP.

MoakntoYeHme n c6op AaHHbIX No npoTokony MOK-60870-5-104.

MogkntoyeHne n c6op faHHbIX No NpoTokony BAChet.

CosfaHue 1 NpoCMOTP OTYETOB, @ TaKXXe co3aHune LabnoHOB OTYETOB.

OTnpaBKa yBe4OMJIEHUIA C UCMONb30BaHUEM 3JIEKTPOHHOW MoYTbl K 6ota Telegram.

Cnyx6a, KoTopasi obecrneynBaeT CUHXPOHU3aLMIO AaHHbIX B 6a3e JaHHbIX B peXXMme
pe3epBUpOBaHUS.

Moapo6Hyto MHdopMaLKnto CM. BO BCTPOeHHO cripaBke ControlCenter.

cybA

CYB/[], obecrneumBaeT 3anuch cobblTii, 06pabaTbiBaeMbix cepeepoM R9 VEDA SCADA (faHHble yCTPOWCTB
¥ Nosb30BaTeNbCKME KOMaHbl).

B kauectBe CYB/] R9 VEDA SCADA moxeT ucnonb3soBatb Microsoft SQL Server nnu PostgreSQL. Moapo6Hyto
MHdOpMaLNIO 0 COBMECTUMBIX BepcUsix U pegakumsx CYB/[, cm. B pa3gene CoBMeCTUMbIe MPOAYKTbI.

1.2 BO3MOXXHOCTU U PYHKLUU

R9 VEDA SCADA npepocTaBnsieT crnefytoline BO3SMOXXHOCTU:

+  0O6ecneyeHune c6opa AaHHbIX M YyAaneHHOro yrnpaeneHusa no npotokony Modbus.

« O6ecneyeHune cbopa AaHHbIX M yaaneHHoro ynpasneHus no npotokony OPC UA.

+  0O6ecneyeHune c60pa AaHHbIX M YAaneHHOro yrnpaBneHusa no npotokony SNMP.

« O6ecneyeHune cbopa faHHbIX M yaaneHHOro ynpasneHus no npotokony MQTT.

+  0O6ecneyeHune c6opa AaHHbIX M YAaneHHOro ynpaBneHusa no npotokony M3K 104.

« O6ecneyeHune cbopa faHHbIX M yaaneHHOro ynpasneHusi no npotokony BACnet.

«  JocTtyn kK R9 VEDA SCADA 13 6paysepa.

*  WHTerpauusa B ancnetyepckom [10:

+  PasmeleHne SCADA-06beKTOB Ha KapTe.
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+ [ob6aBneHune SCADA-06bEKTOB B HaCTpanBaeMble KOHCOIMU.
«  [ocTyn K BUAXeTaM, XXypHasny cobbITUi 1 rpadmkam HenocpencTBEHHO Ha APM.
* HacTtpoiika aBTOMaTMyecky cpabaTtbiBatOLLMX MpaBul.
»  [nbkana poneBast MOAENb C HACTPOMKOW JOCTYMHbIX AENCTBUI U [OCTyNa K yCTPOCTBaM.

«  [1eMOHCTPaLMOHHbIA peXKuM (MPOAOIIHKUTENIbHOCTBIO 24 Yaca) C BO3MOXHOCTbIO PyYHOIO NPOASIEHUS.

BHUMAHUE
JleMOHCTPaLMOHHbIV PeXUM He NpefHasHayveH A1 UCNOoJb30BaHUA B peanbHbIX cucTeMax. Micnonb3ynTte Ans HUX
crneunanbHO 3aka3aHHble JIMLIEH3UMN.

R9 VEDA SCADA obecneuymBaeT criefytoLLmne nonb3oBaTeibCkme yHKLUNK:
»  HabniopeHue 3a KOHTPONMPYEMbIMU MapaMeTpamMu.
+  MonyyeHue nHdopMaL MK 0 AOCTUXKEHUM NN BbIXoAe 3a aBapuiiHble Npeaenbl (yCTaBkK).
» YpaneHHoe ynpaBneHne TEXHONOrMYEeCKUMU 06 BbEKTaAMMU.
«  3anucb cobbiTnin B 6a3y AaHHbIX.

«  AHanus AaHHbIX B XXypHaJsie cobbITUIM U MOCTPOEH e rpadmKoB; aKCMopT 3anucei B CSV.

1.3 CuctemHble Tpe6oBaHuA

[nsa ycTaHOBKM, HAacTPonkn u ncnonbaosaHna R9 VEDA SCADA Heo6X0aMMO BbiNONIHEHWE psifa TpeboBaHUI
K annapaTHOMY U MPOrpaMMHOMY 06eCrneyYeHm o, a TaKxke NpoYen NHPpPacTPYKType, KOTOpble ONUChIBAOTCA B JA@HHOM
pasgene.

1.3.1 Tpe6oBaHuA K XOCTY

R9 VEDA SCADA npegbsiBnsieT ocobble TpeboBaHMA K arnnapaTHOMY U MPOrpaMMHOMY 06ecrneyeHmnio KOMMNboTepa,

Ha KOTOPOM OH 6yfeT yCTaHOBMEH. YKa3aHHas HU)Ke annapaTHas U nporpaMmMHas KoHdurypauusa npegHasHayeHa ans
JEeMOHCTPaLMOHHbIX 3aMyCKOB M A0/KHA NOKPbIBaTb TPe6OBaH s KOHGUrypauuu c 20 yctporictBamu. o Bonpocam
KOH@UIypauum, NpuroaHon Ans UCNosib30BaHUS C Ballel CUCTEMOW, obpaTuTech K npegctasutento 000 "P9
CncTtemMbl" B BalLeM pernoHe.

MuHuManbHble TPGGOBaHMﬂ K annapaTHoOMy obecneyeHuto

MapameTp 3HauyeHue

Mpoueccop Intel Core i3-6100

MamsTb (03Y) 4T6ant

Hakonutenb napameTpbl: 7200 06/MuH (HDD)

pasmep: 11 [6anT
CeTeBoM aganTtep Ethernet-aganTep ¢ nponyckHow cnoco6HocTbto 10/100/1000 M6uT/C

MopTbl BBOAA/BbIBOAA 1 BugeoBbIxod (Ana ycTaHoBKM MO Ha AaHHbI XOCT)
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CucteMHble Tpe6oBaHus

MapameTp

9KpaH MOHUTOpa

3HaueHue

(OnymoHanbHO) 1 NopT AnsA ycTpoicTBa BBoAa (KnaBuaTtypa)*
(OnyuoHanbHO) 1 NOPT AN MaHMNynsiTopa (MblWb/TPeKGomM)**
(OnywnoHanbHo) 1 ayAnoBbIXOA AJ151 3BYKOBbIX OMOBELLEH WU 06 aBapusX.
(OnymoHanbHO) 1 NOPT ANA 4OCTaBKU YyCTaHOBOYHOrO (aitfia Ha KOMMblOTEp.
AnaroHarnb 3KpaHa: 15"

paspeLueHune akpaHa: 1368 x 768 nukc.

* B ka4yecTBe MHCTPYMEHTa BBOAA MOXXET UCMOMb30BaTbCA 9KpaHHas Knasuartypa.

** B kayecTBe MaHuUNynAaTopa MOXXeT UCNOoJiIb30BaTbCA CEHCOPH bl 9KpaH.

MuHuManbHble Tpe6oBaHMA K NPOrpaMMHOMY obecneyeHuio

MapameTp

OnepaynoHHble CUCTEMDI

3HaueHue

64-pa3psiiHas Bepcus Fedora 35
64-paspsgHas sepcus Ubuntu 21.10
64-pa3psgHas Bepcus Alpine Linux 3.14

64-paspsigHas Bepcua Astra Linux 2.12

Mo Bonpocam coBMmecTumocT R9 VEDA SCADA ¢ MHbIMM OnepaLMoOHHbIMU CUCTEMAMM OTNpaBbTe obpalleHne Ha

support@r9systems.ru.

1.3.2 CoBMecTHOe pa3Mell,eHue

R9 VEDA SCADA MOXeT 6bITb yCTaHOBJIEH Ha OAUH KOMMbIOTEP (XOCT) BMECTE C CepBepHbIM aucnetyepckum MO nnu
CYB[. B atom cnyyae annapartHas U nporpaMMHas KoHburypaums KOMnbtoTepa A0MXHbI 6bITb NepecMOTPeHbl U3-3a
BO3pacTatoLLei Harpy3ku.4Tobbl NonyunTb NoApo6HY0 MHGOPMaLuto, oTNpaBbTe obpaLleHune Ha

support@r9systems.ru.

1.3.3 CoBMecTUMbIe NPOAYKTbI

R9 VEDA SCADA coBMeCTUM CO CrefyroLWumMn npoayKTamu:

Twvn npogykTa

Bpaysepbl

MoppobHocTu

Google Chrome, AHfekc.bpaysep, Microsoft Edge

CucTtema ynpaBneHus 6asaMmun gaHHbIX Microsoft SQL Server 2014 Express, Microsoft SQL Server 2008 R2

Enterprise

PostgreSQL 13 u Bbiwe
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Twn npoaykTa Moppo6bHocTH

MySQL Server 8.0

BasoBas HacTpoitka CYB[, ans pa6otbl c R9 VEDA SCADA n3noxeHa B OTAE/IbHOM JOKYMEHTE, KOTOPbI Bbl MOXETE
3arnpocuTb Mo 31EKTPOHHOM NnoyTe support@rosystems.ru.

1.3.4 CeTb nepepayun fAaHHbIX

R9 VEDA SCADA npegbaBnseT ocobble TpeboBaHWSA K TOKanbHOM IP-ceTu.

MapameTp 3HaueHue
MoTepsa nakeToB <2,5%
KpyroBas 3agepxka <90 mMc
Oxuntrep <90 mc

Tpe6oaHus K IP-kaHany mexxay R9 VEDA SCADA v ycTpoiicTBaMu yaaneHHoro céopa AaHHbIX U YyaaneHHOoro
ynpaBrieHUs YTOUHANTE B ,OKYMEHTaLUM COOTBETCTBYIOLLLErO YCTPONCTBA.

1.4 AA3biku nHTepdenca
Monb3oBaTenbckuin nHTepderic R9 VEDA SCADA nokanni3oBaH Ha cneaytoune a3biku:
e  aHMMUNCKUin;
«  noptyranbckuii (bpasunus);
*  MCNaHCKui,
. UTaNbAHCKUN;
e HeMeLuKu#;
*  pycckui;
e (paHUYy3CKUNA.

A3bIK UHTepdenca MOXHO U3MEHUTb B HacTporKax npoduna nonb3osatens. Ecnu R9 VEDA SCADA ncnonb3yeTcs Kak
Mogaynb gucrnetdepckoro N0, A3bIK nHTepderica COOTBETCTBYET A3bIKy Aucnetyepckoro M0.




2 [MoaroToBKa K ycTaHOBKe

Mepepn ycTaHOBKOMN NporpaMMHbIx KomnoHeHToB R9 VEDA SCADA fomkHa 6bITb BblNMOSIHEHA AOMNOIHUTENbHas
HacTpoiKa oKpyxeHus. Hmxecnepyrowasi MHdopmMaL s onucbiBaeT HEO6XOAMMYH HacTPONKy 6e3 ykasaHusa
NoLPOGHOCTEN N MHCTPYKLNIA MO UX BbINOTHEHUIO.

2.1 Pe)xum aHeprocbeperxeHusa

B onepaLMoHHOW cucTeEME MOXET 6blTb aKTUBHA (YHKLMA NMepexofa B PeXXMM aHeproctepexeHus (PeXXmM cHa,
rMéepHauuy UIn aBTOMaTUYECKOro OTK/TH0UYeHUS). [laHHana GyHKLMA AOMKHA 6bITb OTK/IFOYEHA Ha BCEX KOMTMbOTEpaX
R9 VEDA SCADA.

ABTOMaTMuecKas 6/10KMPOBKa aKpaHa He BnusieT Ha paboTtocnocobHocTb R9 VEDA SCADA.

2.2 HacTpouku 6paHgmayapa

Ecnu Ha KOMMNbOTEpe UCMOJIb3YeTCA CeTEBOM aKpaH (6paHaMayap), TO BXOASALLMIA U UCXOASALLNIA ceTeBOoW Tpahuk
MOXeT UM 6110KNpoBaTbCA. TakXe N3BECTHO, YTO CeTeBOI TpaduK MOoXeT 6/1I0KMPOBaTbCA Aaxke Npu OTKHOUYEHHOM
6paHaMayape 1 OTCYTCTBMM Ha KOMMboTepe 6paHaMayapoB CTOPOHHUX pa3paboTUMKOB.

YT06bI M36eXaTb 6/T0KMPOBKM CETEBOrO TpaduKa, B HACTPOKax 6paHaMayapa HEOBX0AMMO pa3peLlnTb BXOASALLMA
U UCXOASALLMIA ceTeBoW TpaduK Ans CreaytoL X CeTEBbIX MOPTOB:

Homep nopta MpoTokon Cnyx6a

1434 UDP MS SQL

1433 TCP MS SQL

5432 TCP PostgreSQL
3306 TCP MySQL Server
5000 TCP ioServer

5001 TCP ioServer

8101 TCP ioServer

8080 TCP cC

8079 TCP cC

8087 TCP BACnetClient
8123 TCP DBSynchronizer
8092 TCP IEC104Client
8093 TCP ModbusClient
8118 TCP MQTTClient

10



MopgrortoBKa K ycTaHOBKe

HacTpoiiku 6paHgmayapa

Homep nopta

8120

8102

8117

8191

8433

5002

5003

8122

MpoTokon

TCP
TCP

UDP/TCP

TCP
TCP
TCP
TCP

TCP

Cnyx6a
Notifier

OPCUACIient

SNMPClient

Oucnetyepckoe N0
OvcneTyepckoe M0
Reports
Reports

Reports

Ecnu Bam Heo6xoAnMa NOMOLLb B HACTPONKE CETEBLIX 3KPAHOB, 06paTUTECH MO afpecy 3/IEKTPOHHON NOYTbI
support@r9systems.ru.
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3 YcTaHOBKa U 3anyckK

YcTaHoBKa nporpammHoro obecnedeHuns R9 VEDA SCADA BbinonHsAeTcsl cTaHgapTHbIMK cpeactBamu OC. BosaMoykHa
yCTaHOBKa B aBTOMAaTUUYECKOM pexume.

3.1 OQocTtyn K R9 VEDA SCADA

Joctyn Kk R9 VEDA SCADA MOXHO NONY4YUTb U3 NTOKaNbHOM CeTU, U3 ceTn VIHTepHET, a TakXKe Yepes gucneTyepckoe
0.

[locTyn U3 nokanbHOU ceTu

Ona poctyna k R9 VEDA SCADA 13 nokanbHOW CeTu HeobxoAMMOo Ucnonb3oBaTh IP-agpec unum umst KoMnbtoTepa, Ha
KoTopom yctaHoBnieH R9 VEDA SCADA.

YT106bI OTKPbITb OKHO R9 VEDA SCADA, BBeamMTe B afpeCcHYto CTPoKy 6paysepa IP-agpec/umMmsa KoMnbroTepa n NopT B
chepywouem Bue:

https://<uma komnblTepa>:5001 nnan https://<IP-appec kKomnbwTepa>:5001

Homep nopTa foMmKeH coBnagaTh € 3alneHHbIM noptom R9 VEDA SCADA.

MpumeyaHue
[nsa poctyna c ucnonb3oBaHueMm IP-agpeca Heo6xoaMMo, UTobbl |P-agpec 6b11 3akpenneH 3a KOMMAbIOTEPOM, T. €.
6bIn1 cTaTnyecknm, nmbo DHCP-cepBep [o/mMKeH Bcerga HadHavyaTb JaHHOMY KOMMbIOTEPY OAMH M TOT XXe afpec.

HocTtyn yepe3 UHTepHeT

Ons poctyna Kk nporpaMMHoMy ob6ecriedeHunto R9 VEDA SCADA, KoTopoe yCTaHOBTEHO Ha KOMMbIOTEPE B CETU
npepnpuaTus, yepes NHTepHET, HeO6X0ANMO, YTO6bI ObINTN COBNIOAEHbI CNEAYIOLLNE YCITOBUS:

+  MapLwpytnsartop, NpeoCcTaBASIOWNIA JOCTYN K CETU MHTEPHET, fLOMKEH UMETb CTaTUYECKUI MY6NNYHbINA | P-
appec.

. KomnbroTep, Ha koTopoM ycTaHoBrieH R9 VEDA SCADA, fomxeH nMeTb ctatudeckunin IP-agpec B cetu
npeanpuaTns.

+  Ha mapuwpyTusaTope A0NKeH 6biTb HACTPOEH NPo6poc NopToB (CM. NpUMep):

My6nuyHbIN MopT HanpaBsneHue Crtatuuyeckun IP-agpec MopT KoMnbloTEpa
cratudyeckui IP-agpec maplupyTusartopa KoMnbloTepa

MapLupyTUsaTopa

8.8.8.8 5001 <===> 192.168.11.111 5001

YT106bI OTKPbITE OKHO R9 VEDA SCADA, BBEAMTE B afjpeECHYIO CTPOKY 6paysepa IP-agpec kKoMnbloTepa/poyTepa 1 NopT B
cnepywolwem Buge: https://<ctatunyecknn IP-agpec komnbwTepa>:5001 unu https://<nybanuHbii
cTatuyeckun IP-agpec mapwpyTtmsaTtopa>:5001

HocTtyn yepes aucnetyepckoe O

YT06bI NoNyunTb AocTyn K R9 VEDA SCADA B ancnetyepckom 0, Heo6X0AMMO BbIMOHUTL Cleayrolne 4encTBus:
+  HacTpouTtb gucnetyepckoe lM0O.

«  Y6eanTbcs B TOM, UYTO cnyx6a R9 VEDA SCADA 3anyuieHa.
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YcTaHoBKa 1 3anyckK Aoctyn kK R9 VEDA SCADA

+  OTKpbITb B AUCNETYEPCKOM NpPUIIOXKEHMUW BKI1aAKy NpoBainjepa AaHHbIX.

3.2 O6uime pekomeHgauum no yctaHoeke R9 VEDA SCADA BpyuHyto B Linux
B naHHOM pasgene npvBeaeHbl o6LMe pekomeHaaumm no yctaHoeke R9 VEDA SCADA B 64-pa3psiHyto cuctemy Linux.

OnayctaHoBku R9 VEDA SCADA TpebytoTcs onpefeneHHble 3aBucMMocTu. Ecnum Bbl ycTaHaBnmBaete R9 VEDA SCADA
C NOAKNOYEHHbIM VIHTEPHETOM, TO OCTATOYHO 3anycTuTb yctaHoBky R9 VEDA SCADA, nakeTbl ycTaHOBATCA
aBTOMaTtuyecku. Ecnu Bbl yctaHaBnuBaeTte R9 VEDA SCADA 6e3 noaktoyeHuns K IHTepHeTy, ToO CHavyana ckavanTe
nakeTbl BPYYHYIO U pa3MeCTUTe UX B JTIOKaNTbHYHO AMPEKTOPUIO.

3aBucumocTtu gna APK 3aBucumocTtu ana DEB 3aBucumocTtu ana RPM
(Alpine) (Astra, Ubuntu) (Fedora)
libgcc libcé glibc
libintl libstdc++6 libgcc
libstdc++ zlib1g zlib
zlib libgdiplus libgdiplus
libgdiplus fontconfig fontconfig
fontconfig libgce1 libicu
libssl1.1 libgssapi-krb5-2
msttcorefonts-installer libicu63

libssl1.1

R9 VEDA SCADA pekoMeHayeTcs ycTaHaBInBaTh C NOAKAOYEHHbIM MHTepHeToM. Ecnu Bbl ycTaHaBnueaeTe R9 VEDA
SCADA 6e3 nogkntoueHns K IHTepHeTy, TO CHayana pa3aMecTuTe 3aapxMBUpoBaHHblie daisibl, @ TakXe CLeHapum
KOMaHAHom cTpoku ana yctaHoBkun .NET, bash n dmidecode B nokanbHON gUpeKTOpUH.

PazmecTuTe 3aapxnBmnpoBaHHble (aisibl, @ TaK)Ke CLeHapuin KOMaHAHON CTPOKKU ansi yctaHoBkyM R9 VEDA SCADA B
NOKanbHOW AMPEKTOPUM.

Ina sanycka R9 VEDA SCADA Tpe6yeTcsl BbINOMHUTL Cliefytolme AeNCTBUA:
e yctaHoBuUTb .NET 13 nokanbHoro ¢anna;
» ycTaHoBuUTb bash n dmidecode n3 nokanbHbIX GannoB UNM U3 penosnTopus;
« ycTtaHoBUTb R9 VEDA SCADA n3 nokanbHoro daina.
[Mpouenypa ycTaHOBKU U KOMaHAbl AN YCTAHOBKU OTIMYAOTCA B 3@aBUCUMOCTU OT OnepaLlmoHHON CUCTEMDI.

MpumeyaHue
Mpu yctaHoBke R9 VEDA SCADA y6eauTech, YTO B KOHCOMbHOM BbIBOAE MpoLiecca YyCTaHOBKM OTCYTCTBYHOT OLLMGKM.
Ecnu nmetoTcsa oWNMGKN, TO HEOBXOANUMO UX YCTPaHUTb.
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YcTaHoBKa v 3anycK YcTtaHoBKa B pa3Hbix OC Linux

3.3 YcTaHoBKa B pa3Hbix OC Linux

3.3.1 YctaHoBka R9 VEDA SCADA B Fedora

CnepynTe npoueaype, 4tTobbl yctaHoBUTL R9 VEDA SCADA B 64-pa3psigHyto cuctemy Fedora, RHEL nnu CentOS.

MpumeyaHue
[ aHHas MHCTPYKLUSA BKOYAET OCHOBHYO HacTpoiky CYB/, PostgreSQL. s nonyyeHus 6onee NogpobHbIxX
WHCTPYKLMIA CM. oKyMeHTauuto PostgreSQL.

MpumeyaHue
B [aHHON MHCTPYKL MUK ANs IpuMepa ucnonb3yetcs 64-pa3psgHas cuctema Fedora 35. Mpoueaypa ycTaHOBKY ons
ZAPpyroro nporpaMMHOro o6ecrneyeHnst MoXeT OTINYaTbCS.

MpepBapuTenbHble AedCTBUA:
+  Y6eauTecb, YTO KOMMbIOTEP MOAKIOYEH K MIHTEpHeTY.

«  PasmecTtute RPM naket R9 VEDA SCADA pns Fedora B nokanbHou gupektopun. Hanpumep: /tmp/r9-veda-scada-
v2.3.0.0.x86_64.rpm.
Mpoueaypa:
1. (OnywoHanbHo) YTo6bl ycTaHoBuTb CYB/[], PostgreSQL, ecniv oHa elle He YCTaHOBNEHA, BbINOMHUTE CriegytoLine

DEeNCTBUSA:

a. B KOMaHAHOI CTpOKe BBEANTE CNEAYHOLLYI0 KOMaHAY, YTO6bl 06HOBUTL 3aBUCUMOCTY:
$ sudo dnf update

b. BeeauTe cnefytolLyto KOMaHay, YTobbl ycTaHOBUTbL PostgreSQL:

$ sudo dnf install https://download.postgresql.org/pub/repos/yum/reporpms/F-
35-x86_64/pgdg-fedora-repo-latest.noarch.rpm

c. [poponxuTe ycTaHOBKY U BBEAUTE:
$ sudo dnf install postgresqlll-server postgresqlll

2. (OnymoHanbHo) HacTpoiiTe PostgreSQL:

a. 3anyctuTte PostgreSQL:
$ sudo /usr/pgsql-11/bin/postgresql-11-setup initdb.

b. BseauTe cnepytolume CTPOKM, YTOGbI aBTOMaTUYeCKHM 3anyckaTtb PostgreSQL npu 3arpyske CUCTEMBbI:
$ sudo systemctl start postgresql-11
$ sudo systemctl enable postgresql-11

c. YkaxuTe Tpebyemblii naponb Ans nonb3osatens. B cnegyrowem npumepe napons 123:
$ sudo su - postgres
[postgres@fedora ~1% psgl -c "alter user postgres with password '123'"
ALTER ROLE
[postgres@fedora ~1$% exit

3. YcraHoBuTe R9 VEDA SCADA u3 nokanbHoro darna, ncnonbsys meHegxep naketo DNF:
a. BTepmuHane nepenaute B gupekToputo ¢ naketom R9 VEDA SCADA.

Ba)Ho
[na BbINONHEHUS CneayoLInX KOMaHA Y nonb3oBaTtens 4OMKHbI 6bITb NpaBa root.
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YcTaHoBKa v 3anycK YcTtaHoBKa B pa3Hbix OC Linux

b. YctaHoBuTe gekopep DMI:
$ sudo dnf install dmidecode

c. YcrtaHoeuTe nakeT libgdiplus nns KoppekTHOI paboTbl MOAYNSA OTYETOB:
$ sudo dnf install libgdiplus

d. YcrtaHoBuTe R9 VEDA SCADA:
$ sudo dnf install /tmp/r9-veda-scada-v2.3.0.0.x86_64.xpm

3.3.2 YctaHoBka R9 VEDA SCADA B Astra Linux v Ubuntu

CnepnynTe npoueaype, 4Tobbl yctaHoBUTb R9 VEDA SCADA B 64-pa3psiaHoin cucteMe Astra Linux nnu Ubuntu.

MpumeyaHue
[ aHHas MHCTPYKLUSA BKOYAET OCHOBHYO HacTpoiky CYB/, PostgreSQL. s nonyyeHus 6onee NogpobHbIxX
WHCTPYKLMIA CM. oKyMeHTauuto PostgreSQL.

MpepBapuTenbHble feiCTBUA:
e Y6eauTechb, YTO KOMMbOTEP NOAKIIOYEH K HTEepHETY.
»  Paamectute DEB-naket R9 VEDA SCADA B nokanbHon anpektopuun. Hanpumep: /tmp/r9-veda-scada.

Mpoueaypa:

1. (OnywoHanbHo) YTo6bl ycTaHoBUTb CYB/[], PostgreSQL, ecniv oHa elue He YCTaHOB/EHA, BbIMOMHUTE Crieaytoline
[EeNCTBUSA:

a. B KomMaHAHOI CTpoke BBEANTE KOMaHAY HUXe, YTo6bl 0OGHOBUTb 3aBUCUMOCTU. KoMaHAay cnefyet
BbIMOJIHATH C MpaBaMu afMUHKUCTpaTopa root.
$ sudo apt update

b. BeeauTe cneayoLlyto KOMaHZAY, YTOObI ycTaHOBUTL PostgreSQL:
$ sudo apt install postgresql postgresql-contrib

2. (OnymoHanbHo) HacTpoiiTe PostgreSQL:

a. BoipguTte B cucTemy B kayecTBe Nob30BaTeNSA MO YMOMYaHMIO:
$ sudo -u postgres psql

b. YkaxuTe Tpebyembiin naponb Ans nonb3oatens. B cnegyowem npumMepe naponb 123:
postgres=# ALTER USER postgres PASSWORD '123';
ALTER ROLE
postgres=# \q

3. YctaHoBuTe R9 VEDA SCADA 13 nokanbHOro davia, MCnosb3yss MEHeAXep MNaKeToB:
a. BTepmuHane nepenaute B gupekToputo ¢ naketom R9 VEDA SCADA.

Ba)Ho
[na BbINONHEHUS CneayoLnX KOMaHA Y Nonb3oBaTens AOMKHbI 6bITb NpaBa root.

b. YcrtaHoBuTe R9 VEDA SCADA:
$ sudo apt install /tmp/r9-veda-scada/r9-veda-scada_3.2.7.219_amd64.deb

c. (OnymoHanbHo) NpoBepbTe COCTOSHUE CepBuCa:
$ systemctl status r9-veda-scada
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YcTaHoBKa v 3anycK YcTtaHoBKa B pa3Hbix OC Linux

3.3.3 YcraHoBka R9 VEDA SCADA B Alpine Linux

CnepyinTe npouenype, 4Tobbl yctaHoBUTL R9 VEDA SCADA B 64-paspsagHoi cucteme Alpine Linux.

MpumeyvaHue
[aHHas MHCTPYKLUSA BKOYAET OCHOBHYO HacTpoiky CYB/, PostgreSQL. s nonyyeHus 6onee NoapobHbIxX
WHCTPYKLMI CM. foKyMeHTauuto PostgreSQL.

MpumeyaHue
B naHHOM MHCTPYKL MK ANs NnpuMepa ucnonbayeTcs 64-paspsgHas cuctema Alpine Linux 3.14. MNpoueaypa
YCTaHOBKM A5 APYroro MporpaMMHOro 06ecrneyeHns MOXET OT/IMYaThCS.

MpeaBapuTenbHble AeldCTBUA:
+  Y6enuTechb, YTO KOMMbIOTEP NOAKIIIOYEH K MHTepHeTy.

«  PasmecTtuTte APK-naket R9 VEDA SCADA ans Alpine Linux B nokanbHon anpekTopuu. Hanpumep: /tmp/r9-veda-
scada.

Mpoueaypa:
1. (OnywoHanbHo) YTo6bl ycTaHoBUTE CYB/[], PostgreSQL, ecniv oHa elue He YCTaHOB/EHA, BbIMOMHUTE Crieaytoline
[EeNCTBUSA:
a. BKomaHAHOW CTpoKe BBeAMTE CeayroLyto KOMaHay, YTo6bl 06HOBUTb 3aBUCMMOCTH:
# apk update

b. B kKOMaHAHOIA CTPOKe BBeIMTE CNEAYIOLLYIO KOMaHAY, YTo6bl 06HOBUTb 3aBUCUMOCTH:
# apk add postgresql postgresql-contrib

2. (OnywmoHanbHo) HacTpoitTe PostgreSQL:

a. CospanTe nanku ans PostgreSQL:

mkdir /run/postgresql

chown postgres:postgres /run/postgresql/
su postgres

cd ~

mkdir /var/lib/postgresql/data

chmod 0700 /var/lib/postgresql/data

A A A H H

b. WHuumnanusupyite dpannbl 6asbl gaHHbIx:$  initdb -D /var/lib/postgresql/data
c. 3anyctute cepep PostgreSQL:$ pg_ctl start -D /var/lib/postgresql/data

d. YkaxuTe Tpebyemblit Naponb ANs nonb3oBaTens. B cneayowem npumepe naponb 123:
$ psql -c "alter user postgres with password '123'"
ALTER ROLE
$ exit

e. BeeauTe cnepyrolme CTPOKKN ANa aBTOMaTMyeCcKoro 3anycka PostgreSQL npu kakaown 3arpyske CUCTEMbI:
# touch /etc/local.d/postgres.start
# chmod +x /etc/local.d/postgres.start
# vi /etc/local.d/postgres.start
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YcTaHoBKa v 3anycK YcTtaHoBKa B pa3Hbix OC Linux

3.

f.

a.

Ba)Ho

[obaBbTe creayowmn cueHapuin B CUCTEMY:

#/bin/sh

mkdir /run/postgresql

chown postgres:postgres /run/postgresql/

su postgres -c 'pg_ctl start -D /var/lib/postgresql/data’

HacTpoiiTe aBToMaTW4ecKuiA 3anyckK clieHapus

# 1rc-update add local default

* service local added to runlevel default

# openrc

* Caching service dependencies ... [ ok 1]

YcTtanoBuTe R9 VEDA SCADA 13 nokanbHoro daina, ucnonbays MeHegkep naketor APK:

B TepMuHane nepenguTe B AupekToputo ¢ naketom R9 VEDA SCADA.

[nsa BbinonHeHUSA cnepyrouinx KoMaHa y nosnb3oBaTtenia AO0JIKHbI 6bITb npa.a root.

b.

YcTtaHoBuTe fiekogep DMI:
# apk add bash dmidecode.

YcTtaHoBuTe naket libgdiplus gns KoppekTHOM paboTbl MOAY/SI OTYETOB:

# apk add libgdiplus --update-cache --repository http://dl-
cdn.alpinelinux.org/alpine/edge/testing/ --allow-untrusted
YcTaHoBUTE WPUPTbI AN KOPPEKTHOW paBoTbl MOAYS OTYETOB:

# apk add --no-cache msttcorefonts-installer fontconfig && update-ms-fonts &&
fc-cache -f

YctaHosuTe R9 VEDA SCADA:
# apk add --allow-untrusted r9-veda-scada_v2.3.0.0.apk

3.4 AsTopusauus B ControlCenter

CnepynTe npouenype, 4Tobbl aBTopn3oBaTbes B ControlCenter u monyynTb AOCTYN K HacTponkam cepeepa R9 VEDA

SCADA.

MpeaBapuTenbHble AeicTBUA:

YcTaHOBUTE NoaaepXuBaembiit 6payaep. MoapobHocTu cM. B pasgene CoOBMeCcTUMble NPOAYKTbI.

Mpoueaypa:
1. 3anycTtuTe Be6-6pay3ep.
2. BappecHow cTpoke 6paysepa BeBeauTte http://<IP-agpec R9 VEDA SCADA>:8079
OTKpoeTCcs CTpaHMLa aBTOpU3aLmnm.
3. B oTtkpbiBleiica Be6-cTpaHULe B none Password BBeanTe naponb. Mpy nepeoi aBTopusauumn BeeanTe
scadasystem
Mocnepyowue paencTBUs:

CMeHUTe naposib No yMonyaHuto. Moapo6HOCTN CM. BO BCTPOEHHOM cripaBke ControlCenter
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YcTaHoBKa v 3anycK MNMepBoHayanbHas HacTpoitka R9 VEDA SCADA

3.5 lNepBoHayanbHasa HacTpoika R9 VEDA SCADA
CnepyinTe npoueaype, Y4To6bl BbINOMHUTL NpeaBapuTenbHyto HacTporiky R9 VEDA SCADA npv nepBoMm 3anycke.
MpeaBapuTenbHbie AeACTBUN:

- Y6eauTtecn, uTo cnyk6a R9 VEDA SCADA 3anyuieHa. 1nsa atoro 3anyctute ControlCenter. [Mogpo6HocTn CM. B
OHnalH-cnpaBke ControlCenter.

*  MonyumnTe IP-agpec koMnbroTEPa, HAa KOTOPOM ycTaHoBneH R9 VEDA SCADA.
« [pupaymariTe NnorvH 1 Naponb AN NepBoro Nofb3osaTens ¢ npaBamum AaMmuHuctpatopa R9 VEDA SCADA.

MpumeyaHue

Mocne 3aBeplueHuns yctaHoBku R9 VEDA SCADA perncTtpupyeTcs B CUCTEME B Ka4eCcTBe CEpBUCA, KOTOPbIN
3anyckaeTcs aBToMaTmyecku. Bpems 3anycka R9 VEDA SCADA 1 Bcex ero He06XoANMbIX CEPBUCOB MOXET 3aHATb
00 T MUHYTbI. ECnn no uctevyeHnn gaHHOro BpeMeHU HeBO3MOXHO noaktounTbea K R9 VEDA SCADA, To nposepbTe
HacTpoWKK aHTMBMpYCcHoro M0, 6paHaMayapa u/unu ob6paTnTecb K CUCTEMHOMY afMUHUCTPaTOPY.

Mpoueaypa:

1. BagpecHoi cTpoke 6pay3epa BBeANTe CTPOKY hopmara:
https://<IP-agpec R9 VEDA SCADA mnn ums KomnbloTepa>:5001
Nn60 aBaXkAbl HakMuTe 3Ha4yok R9 VEDA SCADA Ha paboyeM cTorne. [pu NnepBoM OTKPbITUY BEG-CTPaAHULbI
NoABUTCA NpeaynpexaeHune, Tak kak no ymonyanuto R9 VEDA SCADA ncnonbsyet HTTPS-npoTtokon u
caMonognucaHHbIi cepTudmkar.

MpumeyvaHue
CamonognucaHHbin cepTudukaT Npu He06XOANMOCTU MOXXHO 3aMeHUTb. [115 9Toro cnefyeT BbiNOMAHUTD
pe3epBHOe KOMMpOBaHWe 1 3arpysKy cepTudukara Ha cTpaHuLe CucTeMHble HacTpolku — CepTudukar.

MpumeyaHue
[na npumepa ncnonb3oBaH 6paysep Google Chrome. B apyrnx 6paysepax aTa cTpaHML,a MOXET OT/INYaTbCS.
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YcTaHoBKa 1 3anyckK

MepBoHayanbHasa HacTpolika R9 VEDA SCADA

& Owwbka HapyweHwa konduaeH. X =

C A Hesawmweno | 127.0.0.1:5001 * @ :

MoAknovYeHWe He 3allULLeHo

3NOYMBILAEHHMKI MOTYT NMBITATECA NOXMTWTE BALWW A3HHbIE ¢ caidTa 127.0.0.1 (Hanpumep, napoaw,

CcOOBLWEHNA MAW HoOMepa BaHkoeckwx KapT). [loapobHee...

MET::ERR_CERT_AUTHORITY_INVALID

[] MomoruTe caenaTs MuTepHeT GezonacHee AnA Bcex, pazpelwwe Chrome oTnpaensTs B Google URL 1 coaepkumoe

HEKOTORbLIX MOCEUIEHHBIX CTRAHMLL, 3 TAKCKEe OrpaHUuYeHHYD MHOOPMALIUID O cucTeme. [T0ANTHKS

KOHDWASHLMANEHOCTH

[ononHUTeNkHLIE

BephyTica k BezonacHoll cTpaHyLe

2. HaxmuTe [lononHutenbHble, a 3aTeM MepeitTu Ha canT <IP-agpec R9 VEDA SCADA> (He6e3onacHo).
OTKpoeTcs Be6-CTpaHUL,a MOMOLLIHMKA MO NepBoHavyanbHoM HacTpoiike R9 VEDA SCADA.

0 Ho6po nowanoBats!

[o6po noxanosaTtb!

Asbik

PyCCKMA B

YacoBok NOAC NONB3I0EATENS
YacoBoil NoAac cepeepa

0 PervctpauuWAa adMWHMCTpaTOpa

O MNogknioYeHWe K base LaHHbIX

LOANEE

3. (OnymoHanbHo) Ha oTKpbIBLLElicS BE6-CTpaHMLE U3 cnncka A3bIK BbibepuTe TpebyeMblit A3biK MHTepderica R9

VEDA SCADA.

4. YT06bI BbIOPATb BpEMS, KOTOpoe 6yaeT oTobpaxaTbes ¢ AaHHbIMU B R9 VEDA SCADA, na cnucka Yacoeow nosic

nonb3oBaTend Bbl6epVITe Tpe6yeMy+0 onuuto:
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YcTaHoBKa v 3anycK MNMepBoHayanbHas HacTpoitka R9 VEDA SCADA

*  YacoBo# nosic cepsepa — 4acoBOW NOSAC, KOTOPbIA YCTaHOB/EH Ha CepBepe.
»  MecTHbIVi YacoBOW MOsSIC — YaCOBOW NOSIC, KOTOPbIV YCTAHOB/IEH Ha KOMMNbOTepe 6pay3epa.
«  <[lpon3BosIbHO> — KOHKPETHbI YacoBoii nosic (no UTC).

5. Haxmwute Nlanee.
OTKpoeTcs BE6-CTpaHMLa A1 co3aHus y4eTHOM 3anucu nepeoro nonb3oatens R9 VEDA SCADA c npaBamu
AaMuHuncTparopa.

e No6po noxanoBathb! o PerucTpauua agMUMHUCTpaTopa

WMA nonb3oBartens

ANMWHMCTPATOD
Mapont
MogTeepanTe Naponk
o
9/64
[J MorononbHbin goctyn
HA3AN @ co3patb

6. Ha oTkpbiBLWeiica Be6-CTpaHULe 3afjaliTe cneaytoLmne napamMmeTpbl:
a. B none Nmsa nonb3osaTtens BBeAnTE UMSA YY4ETHON 3anucu.
b. B noneMaponb BBEAWUTE Naponb Nonb3oBaTens.
c. BnoneMNoaTreepauTe naponb BBeAMTE Naposb eLe pas.

d. (OnymoHanbHo) YTO6bI 3aNpeTUTb MNOIb30BaTes k0 aBTOPU30BATLCA U paboTaTb B HECKONTbKMX 6pay3epax,
ycTaHoBuTe (Griaxxok MoHononbHbIN focTyn. ECnu pnaXoK CHAT, TO No/1b30BaTeNlb CMOXET OAHOBPEMEHHO
paboTaTb B pa3HbIx 6paysepax.

e. HaxmuTe Cospatb (©).
OTKpoeTcs Be6-cTpaHuLia CepBep 6a3bl JaHHbIX /15 HACTPONKM NOAK/IOUEHUS K 6a3€ laHHbIX.
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YcTaHoBKa v 3anycK

MepBoHayanbHasa HacTpolika R9 VEDA SCADA

° [No6po noxanoBaTb! ° PeruvcTpauusa agMUMHUCTpaTopa

CepBep 6a3bl faHHbIX

MceBnoHMM a3kl JaHHbIX

FanRen
lepaep

PostgreSqQL localhost

MMA Nnonb3oBaTend

Basa naHHbIX

NononHWTeNbHblE CBOWCTEA NOAKNHOYEHHA

o MopKnoyeHne K Base faHHbIX

- ,‘+

MNPOBEPWUTE NOAKMHOYEHWE K BA3E OAHHBIX

HA3AL NPOMYCTUTE

MpumeyaHue

SABEPLUMTL

MopkntoyeHune kK CYB/[, n kK 6ase AaHHbIX MOXHO HAaCTPOUTb Ha fJaHHOM aTane. Bbl MOXeTe NponycTUTb 3TOT Lar,

Ha)aB MponycTUTb, N BbIMOHUTb HACTPOMNKY MO3XKE.

7. (OnynoHanbHO) HacTpoliTe nofkNtoyeHue K 6a3e AaHHbIX:

a. Cnpaga oT nons MNceBgoHUM 6a3bl gaHHbIX HaXXMUTe [lo6aBuTb 6a3y AaHHbIX ( + ).

OTKpoeTCcsi OKHO [106aBUTb NoAKIloYeHne K 6a3e AaHHbIX.
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YcTaHoBKa v 3anycK MNMepBoHayanbHas HacTpoitka R9 VEDA SCADA

LDo6aBuTb NnogknveHne K 6ase AaHHbIX

MNcesaoHum
Basa gaHHbIxX_ 1

Tin - Cepeep Mopt

MS SQL localhost\sglexpress 0

AYTEHTUDMEALMA HMmA nonesoeaTtens Mapone -
SOL Server h username renmrmres Q

Baza gaHHsIx
SCADA C

[ononHUTENEHLIE CBORCTEA NOOKMIYEHHA

MNPOBEPUTE NOOKNKOYEHKWE K BASE OAHHBIX  TIPUMEHWMTE OTMEHWTE

b. B none MNceBgoHuM BBeAMTE NPOM3BONbHOE MMSA 6a3bl AaHHbIX.
c. W3 cnucka Tun BbibepuTe TpebyeMbliit TUM cepBepa 6a3bl faHHbix: PostgreSQL, MS SQL nnu MySQL.

d. B none Cepeep BBegu1Te NOMHOE MMsI 6a3bl faHHbIX B opmarTe:
« <IP-agpec unn pomeHHoe umdA xocTa CYBA>\<uma cnyx6el CYBJ> anaMS SQL;

« <IP-appec unum pgomeHHoe uma xocTa CYBJ> ana PostgreSQL n MySQL.

lMpumeyaHue
Wcnonb3oBaHWe fOMEHHbIX UMEH TpebyeT Nn6o Hannums DNS-cepBepa, TM60 n3MeHeHnUsi cucteMHoro daina
Windows, pacnonoxeHHoro no agpecy %WINDIR%\System32\drivers\etc\hosts.

e. B none Mopt BBeguTe TpebyeMblii MOpT cepBepa 6a3bl AaHHbIX. ECnu ykasaTtb 3HaveHue 0, To bygeT
MCNONb30BaH NOPT N0 YMOAYAHUIO.

f. HacTtpoviTe aBTOpusauuto B CYB/;:

YT06bI MCcrionb3oBaTb SQL- BbINO/THUTE cliedytollue AeiCTBUSA:

asropusaunio, 1. (OnyuoHanbHo) Ecnu ns cnucka Tun Bbi6paHo MS SQL, Tons

cnuncka AyteHTudukaums soibepute SQL Server. lanee
nepenaute K wary 3.

2. (OnywmoHanbHo) N3 cnvcka Tun BoiGepute MySQL nunu
PostgreSQL.

3. B none Umsa nonb3oBaTens BBeAUTE UMSI (TOMUH)
nonb3oatensa CYB/.
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YcTaHoBKa v 3anycK MNMepBoHayanbHas HacTpoitka R9 VEDA SCADA

4. B none Maponb BBeMTE Naposib COOTBETCTBYIOLLENO
nonb3oBaTenA.

5. (OnywuoHanbHo) B npaBoit yacTu nons Maponb HaxMuTe
MokasaTb naponb (), yTo6bl NPOBEPUTH NPaBUABLHOCTb
BBOAA Napons.

g. Haxmute MNMpoeeputb noaknioyeHmne K cepeepy ( C ), UTo6bl MPOBEPUTL MOAKIHOUEHUE K CepBepy
Bbl6paHHoi CYB/],.
Mocne ycnewHon npoeepku nogkntoueHns k CYB[ B cnucke ba3sa gaHHbIX NosABATCA 6a3bl AaHHbIX,
cywiecTytowme B aton CYB/,.
MNMomeTka [R9 VEDA SCADA] cnpaBa oT HasBaHWUs 6a3bl fJaHHbIX 03HaYaeT, YTo 3Ta 6a3a AaHHbIX 6bina
co3pnaHa R9 VEDA SCADA.
h. HacTponTe nogkntoyeHune K TpebyeMoi 6a3e faHHbIX.
YT106bI CO3LaTb HOBYHO 6a3y AaHHbIX, BbIMOJTHUTE clieaylolme oencTeus:
1. OTkporTe cnmucok ba3sa AaHHbIX.
2. Haxmwute Cospatb( 1 ).
MpumeyvaHue
KHonka Co3gatb ( T ) gpocTynHa TonbKo nocne
ycnewHow npoBepku nogkntoyeHns k CYB/,.
OTKpoeTcsi okHO Co3paaTh 6a3y AaHHbIX.
CozpaTtb Bazy AaHHbIX
Meergormm
Database1
LOBABWUTH OTMEHWUTE
3. B none lNceBaoHUM BBEANTE NPOU3BOSIbHOE NMSA
6a3bl aHHbIX, a 3aTeM HaxXMuTe [l06aBUTb.
YT06bI MOAKMOYNTLCA K CYLLLECTBYOLLLEN Ha3e n3 cnucka basa paHHbIX BbibepuTe Tpebyemyto 6asy
OaHHbIX, JaHHbIX.
i.  (OnywoHanbHo) B none [ononHUTenbHble CBOWCTBA NOAK/IIOYEHUS YKAXXMTE JOMONHUTENbHbIE CBOWCTBA A5
NoAK/0YeHUA K Tpebyemoii 6ase AaHHbIX.
j-  HaxmuTe MpoBepuTb NogkaioueHne K 6a3e gaHHbIX, YTOObl YCTAHOBUTb COeAMHEHME C YKa3aHHOM 6a30M
OaHHbIX.
k. HaxmuTte MpumeHuUTD.

Ha Be6-cTpaHuLe CepBep 6a3bl faHHbIX OTO6PA3ATCA NapaMeTpbl, COOTBETCTBYHOLLME BbliGpaHHO 6a3e
AaHHbIX. YTO6bI BHECTM M3MEHEHUA B MONS, HaxXMuUTe PeakTuposaTb 6a3y gaHHbIx ( 7).

8. HaBe6-cTpaHuLe CepBep 6a3bl AaHHbIX HAXXMUTE 3aBepLUUTb.

MNocnepyiouine fecTeus:

ATopu3ayinTecb B RO VEDA SCADA, 4To6bl NPUCTYNUTb K €e HacTpoKke. MNoapobHocTn cM. B pasfene ABTopusaunsa B R9
VEDA SCADA.
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YcTaHoBKa v 3anycK Astopusauusa B R9 VEDA SCADA

3.6 AsTopusauus B R9 VEDA SCADA

CnepyinTe npoueaype, 4Tobbl aBTopm3oBaTbes B R9 VEDA SCADA ncnonb3sysi Be6-uHTepdeiic.

MpeaBapuTenbHbie AeACTBUA:

«  Cospgaite neporo nonb3oeatens R9 VEDA SCADA. Moapo6HOCTM cM. B pasaene [lepBoHayanbHasa HacTporika R9
VEDA SCADA.

. Y3HaiTe norvH 1 naposib CO34aHHOro Nonb3oBaTens.

Mpouepypa:

1. BagpecHoi cTpoke 6pay3epa BBeANTE CTPOKY opmara:
https://<IP-agpec R9 VEDA SCADA mnu mmMs KomnbkTepa>:5001
Nn60 aBaXkabl HaxkMuTe 3Ha4yok R9 VEDA SCADA Ha pabodeM cTone. OTKpoeTcs Be6-CTpaHULa aBTOpU3aLnu.

2. HaoTkpbiBLencs Be6-CTpaHVIL|,e B none UMmsa nonb3oBartenst BBeANTE NMS (J'IOFMH) nonb3oBaTtens.

3. B none Maponb BBeanTE Naposb Nonb3osaTens.

4. (OnyuoHanbHo) B npaBoit YacTu nons Maponb HaxxmuTe MokasaTb naponb ( V), 4To6bI NpoBEpPUTHL
npaBu/ibHOCTb BBOAA MNapons.

5. HaxmuTe AsTopusaums ( ©).
Mocnepyouwme geicTems:

BbinonHuTe HeobxoauMyto HacTporiky R9 VEDA SCADA, ncnonb3syst MHGopMaLuio N3 KOHTEKCTHOM CMpaBKy.
Moapo6bHoCTU cM. B pasfene Mcnonb3oBaHWe BCTPOEHHOW CMPaBKMU.

3.7 Ucnonb3oBaHue BCTPOEHHOMN CNipaBKu
R9 VEDA SCADA cofep>XUT BCTPOEHHYO CnpaBKy.
BcTpoeHHas cripaBka R9 VEDA SCADA BKIHOYaET CrieyoLLyto MHhopMaLuio:

. MWHUManbHO HEO6XOAMMOE KONTMYECTBO MHCTPYKLNI HEOBXOANMBIX A1 aAMUHUCTPUPOBAHUA
n ncnonb3soBaHnsa R9 VEDA SCADA.

° KOHTeKCTHYIO crnpaBKy Mo OTAeNIbHbIM 3/1eMeHTaM MNoJib30BaTe/1IbCKOro MHTepd)eVlca.

KoHTeKCTHasi cnpaBKa OTKpbIBaeTCsi pu BbiGope NyHkTa Momowb ( @ ) n3 merio Momowb ( @ ) B naHenu

WHCTPYMeHTOB. TakXXe oHa AOCTYMHa Npu HaxaTuu 3Hauyka Momowb ( o ) Ha apyrux anemeHTax R9 VEDA SCADA nnwu
npu HaxxaTumn knasmwm F1.
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4 KOHTpPONb LeNnocTHOCTU pannos

R9 VEDA SCADA ocyLecTBAsIET MPOBEPKY LIe/TOCTHOCTU KOHPUIypaLMoHHbIX (haioB..

DyHKLMS NPOBEPKM LLeNOCTHOCTU KOHPUIypaLMOHHbIX (halisioB MO YMOMYaHUIO OTK/TH0YeHa. Bbl MoXeTe BKIOYMTD U
HacTpouTb AaHHYyo pyHKuuto B ControlCenter. Mogpo6HOCTU cM. B pasfene HacTpoiika KOHTPOsS LIeSIOCTHOCTH
dannos.

Ecnu B pe3ynbTaTte NpoBEPKU LLesIOCTHOCTM (aitsioB 06HapPY)XeHbl paCXOXAEHUS, TO COOTBETCTBYHOLLEE COOBLLEHME
oTobpasnTcs Kak B ControlCenter, Tak 1 B npunoxeHun R9 VEDA SCADA v 6yfeT BblAeNneHO KpaCHbIM LLBETOM.
MocmoTpeTb NOAPOGHYH MHGOPMaLUIO, LLeNOCTHOCTb KakMX KOH(UTypaLMoHHbIX GainnoB 6bina HapyLleHa, Bbl
MoxeTe B ControlCenter Ha cTpaHuUe ioServer / Integrity B paspnene General (Applications —ioServer — Advanced
settings - Integrity Control — General) nu6o B daitnie journal.sqlite B nokanbHON AUpeKTOpUM
(ioServer/local/journal/journal.sqlite).

OTKOUYMTD KOHTPOJ1b LU€JTOCTHOCTHU d)aVIﬂOB MOXHO TO/IbKO C TEKYLLMMUN Yy4EeTHbIMU AaHHbIMW NONb30BaTeNA. Ecnu
Bbl BKJTKOUUJTN KOHTPOJ1b LLE/JTOCTHOCTU, @ 3aTEM U3MEHUTUN TeKyu.|,m7| napoJib nonb3oBaTesia B ControlCenter, To
beH KUNA KOHTPONA LLETOCTHOCTU CTAaHET HeAOCTYMNMHa ANA OTKJ/TFOYEHUA.

[oNoNHNTENbHO Bbl MOXETE BK/IHOUMTb 6/I0KMPOBKY paboTbl NMPUIOXKEHMUA NMPU 06HAPY)KEHUW PACXOXAEHUS B
LLeNoCTHOCTM KOH(UIYpaLMOHHbIX (aitfioB. BriokMpoBKa ocyLecTBAAETCS TONbKO NMPU BKIIFOYEHHOM hyHKLUM
KOHTPONA LenocTHocTu. Ecnm B npoLecce NpoBepkn 06Hapy>XeHbl MOBPEXAEHHbIE UM HECAaHKLMOHUPOBAHHO
M3MeHeHHble KOHPUIypaLMoHHble dainbl, paboTa NpusioXeHUs 6yAeT oCTaHOBMeHa U 0To6pasnuTca
COOTBeTCTBYytoLLee CooBLLeHMeE.

B cnyyae 610KMpoBKY paboTbl NPUIOXKEHUS Bbl MOXETe BOCCTAaHOBUTbL cucTeMy. [oapo6HOCTM CM. B pa3gene
BoccTtaHoBneHuve pa6otbl R9 VEDA SCADA.

4.1 HacTpounka KOHTpons LenocTtHocTtu ¢pannos

CnepynTe npoueaype, YTo6bl HACTPOUTb KOHTPOJIb LIETIOCTHOCTU KOH(UIypaLMOHHbIX Gainnos.
MpeaBapuTenbHbie feicTBUNA:

AsTOopuaunpynTech B ControlCenter. MogpobHocTh cM. B pasgene AsTopusalims B ControlCenter.
Mpoueaypa:

1. B ControlCenter pasBepHuTe pasgen Applications.
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KoHTponb uenoctHocTu ¢aitnos

HacTpoiika KOHTpons L,enocTHOCcTH (painos

« Applications

T T wcwons

I AdapTelClient SETTINGS RESTART KILL OM [/ OFF
I BacnetClient SETTINGS RESTART KILL OM ON/ OFF
I DBSynchronizer SETTINGS RESTART KILL ONM OM / OFF
I Iec104Client SETTINGS RESTART KILL ONM OM / OFF
I inServer SETTINGS RESTART KILL ON ON/ OFF
I ModbusClient SETTINGS RESTART KILL ONM OM / OFF
I MattClient SETTINGS RESTART KILL ON  ON/ OFF
I Notifier SETTINGS RESTART KILL ON  ON/ OFF
I OpcUacClient SETTINGS RESTART KILL ON  ON/ OFF
I Reports SETTINGS RESTART KILL OM  ON [/ OFF
I snmpClient SETTINGS RESTART KILL ONM ON/ OFF

N

OTKpoeTcsa cTpaHuLa ioServer.

B pasaene Applications B cton6ue Application HaxxmuTe ioServer.

Restart | Control center

» Settings files

} General settings

b License

= Advanced settings

Advanced settings

API | API custom
Integrity Control
Reports

Maps

Scripts

Redundancy
Certificates

Users

Items maps | Status templates
Radioserver integration

} Logging and diagnostics
» Demo devices

» Database
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KoHTponb uenocTHocTu daiinos HacTpoiika KoHTpons uenocTHocTu daitnos

3. PackponTte pasgen Advanced settings 1 HaxxmuTe Integrity Control.
OTkpoeTcsa cTpaHuLa ioServer / Integrity.

ioServer / Integrity Control center

* General
BUSINESS LOGIC CONTROL EMABLED STOP ON FAIL
running False | EMABLE ‘ | DISABLE | False | EMABLE | ‘ DISABLE ‘

SCAN INTERVAL [SEC] JMWRNAL DEPTH

10 1000 | SAVE |
TIME TO SCAN SCAN DURATION SUCCESSFULLY READ LAST CHANGE [UTC] DEBUG INFO
0 0 False 0001-01-01 00:00:00 o0

4. PackpoviTe pa3gen General.

5. YT06bl BK/TFOYMTb KOHTPOJIb LLeNOoCTHOCTH (alinos, B o6nactu Configuration B cton6ue Control enabled HaxxmuTte
KHonKy Enable. Mo ymonyaHuto gaHHas yHKUMS OTKIHOYEHa.

6. (OnywnoHanbHO) YTO6bLI paboTa NpUTOXKEHUS 6GOKUPOBanach Npu 06HapPY>XXeHUU PacXOXAEHUS B LLENOCTHOCTM
KOHUIypauunoHHbIx dhainos, B cton6ue Stop on fail HaxxmuTe KHonky Enable.

7. YTO6bl HACTPOMTbL YACTOTY MPOBEPKM LLeNOCTHOCTU KOH(MUTIYpaLMOHHbIX dhainoB, BbINOSHUTE crieayoLme
DEeNCTBUSA:

a. Bcron6ue Scan Interval [sec] BBeguTe TpebyeMblit BpeMeHHOR MHTEpBAs B CEKYHAaX.
OnanasoH gonycTuMbIX 3Ha4YeHU — ot 3 o 600. 3HavyeHne no ymonyanuwo — 10.

b. HaxmuTe KHOMKy Save.

4.2 BoccTaHoBneHue pa6otbl R9 VEDA SCADA

CnepynTe npoueaype, 4Tobbl BOCCTaHOBUTb paboTy R9 VEDA SCADA nocne 6/10KMPOBKM, KOTOPasi BO3HMKIa nocne
06Hapy>XeHWs1 pacXOXAEeHWUI B LLeNOCTHOCTU (ainnos.

Mpoueaypa:

1. AsTopuaupyitTech B ControlCenter ¢ TeM e naposieM nofb30BaTessl, KOTOPbIi Bbl MCMOJIb30BaIN NpU BKIOYEHUN
YHKUMM KOHTPOSA LLeNoCTHOCTM (aidsfios.

2. (OnyuoHanbHo) Ecnun nocne BKAOYEHMA BYHKLMM KOHTPONS LLeSIOCTHOCTU Bbl UBMEHUU Naponb ANS
aBTOopu3auum B ControlCenter, To HEO6X0AMMO BEPHYTb NpeAblAyLLMiA Naponb 1 BoinTH B ControlCenter ¢ aTnm
naposnem.

Ecnu Bbl 3a6bln1n NpeablayLMiA Naposb, TO BbIMOMHUTE clefyroLne AeNCTBUSA AN1A OTKTIOYEHUSA KOHTPONs
LLeNIOCTHOCTU:

a. CoobLuTe cneumnanmcTy TeXHMYeckon nogaepxkmn naeHtuouxkatop oéopynosaHus (HWID) cuctembl.
B oTBeT Bbl Nony4MTe cneLmnanbHbii KOA AJ1S1 OTKIIIOYEHUS hyHKLUMU KOHTPOSIS LLIEOCTHOCTU.
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KoHTponb uenoctHocTu ¢aitnos BoccTaHoBneHue pa6orbl R9 VEDA SCADA

b. AsTopu3aupyinTech B ControlCenter ¢ TekyLiem naposieM U nepeianTe Ha cTpaHuuy ioServer / Integrity

(Applications —ioServer — Advanced settings — Integrity Control).

c. PasBepHuTe pasaen Reset utility.

ioServer / Integrity Control center

¢ General
» Debug
» Files to track

* Reset utility

CODE FOR RESETING

RESET_CODE

d. BcTon6eu Code for Reseting BBeaMTe NONYyYeHHbIN KOA U HAXXMUTE KHOMKY Reset.
®yHKUMA KOHTPONS LEeNoCTHOCTH (GainnoB 6yaeT OTK/H0OYeHa.

MpumeyaHune

Ko OTK/IH0OUYEeHMA KOHTPONA LLeSTOCTHOCTH HeobxoaANnMo NPUMEHNTDb B TEHEHUE CYTOK Mocsie noJsiy4eHun4d.
Koa MOXHO MPpUMEHUTb TOMbKO OAMH pas.

e. [llepenauTe K Wwary 5 npoueaypbl.

3. B ControlCenter nepeitguTe Ha cTpaHuuy ioServer / Integrity (Applications —ioServer — Advanced settings — Integrity

Control) 1 passepHuTe pasgen General.

ioServer / Integrity

Control center

* General

Configuration [press F5 to update]

BUSINESS LOGIC CONTROL ENABLED STOP ON FAIL
Stﬂpped True | EMABLE H DISABLE | True | EMABLE || DISABLE |
Motice: Remember the current password. Only with this password you will be able to disable integrity contro

Enabling control along with setting StopOnFail=true will block the system if file substitution is detected

File replacement detected: ioServerfusers.xml [2BB0A4DGE20B05AB]

SCAMN INTERVAL [SEC] JOURMNAL DEPTH

10 1000

Diagnostics
TIME TO SCAN SCAN DURATION SUCCESSFULLY READ LAST CHANGE [UTC] DEBUG INFD

1 4.7 False 2025-11-26 05:31:52 oo

4. Bo6nacTtu Configuration B cton6ue Control enabled HaxxmnTe kHonky Disable.
®yHKUMA KOHTPONS LEeNoCTHOCTM (ainoB 6yAeT OTK/OYeHa.
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KoHTponb uenoctHocTu ¢aitnos BoccTaHoBneHue pa6orbl R9 VEDA SCADA

5. Astopusupymntecb B R9 VEDA SCADA 1 nepenauTe Ha cTpaHuuy Pe3epBHoe KonupoBaHue.
[N 3TOro Ha NaHenn MHCTPYMEHTOB HaxxmMuTe HacTpoitku ( 8 )— CucTeMHble HacTpoiiku — PesepsHoe

konuposaHue ( " ).

Pe3epBHOe KonupoBaHue [0 Buibpats Bce pe3epeHsie konuu
# BmifipaHo Wma daina [arta coagaHuA Bepcua Pasmep NeAcTana
1 [[]  Pesepsnanronua1-2025-11-26 1409-28.zip  202511-26 14:09:28  1.6.5.0 933K ¥ O B

D CO30ATb HOBLIW NPOEKT

@ CO30ATb PESEPEBHYHD KOMWIKO i YOANWUTE BbIBPAHHLIE PESEPBHLIE KOMA

&) 3ATPY3UTb PEZEPBHYIO KOMWMIO

6. YTO6bI BOCCTAHOBUTH HACTPOMKU CUCTEMBI, BbIMOMHUTE Cliefytolne AeNCTBUS:

a. (OnywmoHanbHo) YTo6bI 3arpy3nTb pe3epBHYHO KOMUIO U3 JTOKASIbHOMO UM CETEBOTO XPaHUMNLLE, HaXMUTeE
3arpy3utb pesepeHyto konuio ( © ) 1 Bbi6epuTe Tpebyembliin Gann. dainn f06aBUTLCA B CMIMCOK PE3EPBHbIX
KONui.

b. B cnucke pesepBHbIX KOMUI BbIGEPUTE TPEOYEMYHO Pe3epPBHYIO KOMULIO U B CTON6LEe [ieMcTBUS HAXKMUTE 3HAYOK
BoccTaHoeuTb ( © ). OTKpoeTcs okHO MoATBEpPXKAeHNEe BOCCTaHOBNEHMS.

c. B oTkpbiBWeEMCcS okHe cHUMKUTE GaXkok CoxpaHUTb TeKyL e HaCTPOMKU cMCTeMbI M HaxxMuTe [a.

7. (OnywoHasnbHo) ECnn Heo6Xo0ANMMO CHOBA BKJTHOUMTb GYHKLMIO KOHTPOSIS LLIeNTOCTHOCTM (aiifioB, BbIMONHUTE
cheayowme AeicTeus:

a. B ControlCenter nepeitgnTe Ha cTpaHuLy ioServer / Integrity (Applications —ioServer — Advanced settings —

Integrity Control) 1 passepHuTe pa3gen General.

b. B o6nacTtu Configuration B cton6ue Control enabled HaxxmuTe kHonKy Enable.
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‘5 JInueH3supoBaHue

B coctaB R9 VEDA SCADA BXOAUT AEMOHCTPaLMOHHAs NULEH3MA U ABa NPeAHaCcTPOEHHbIX AeMOo-ycTponcTBa. Cpok

OEeNCcTBMA EMOHCTPALNOHHON NULLEH3UN UCTEKaeT Yyepes 24 yaca, HO ero MOXHO NMpoasinTb, nepesanycTtne CJ'IY)K6y

ioServer.

YTo6bl 3aKa3aTb peasibHyo JINLEH3UIO, HEO6XOAUMO MOSYyYMTb annapaTHbIi uaeHTudukaTop (Hardware ID) xocTta
cepBepa RO VEDA SCADA v oTnpaBuTb €ro no 3seKTPoHHON noyte npegcrtasutenaMm 000 "BEJA MK".

Ba)Ho

AnnapatHbin ngeHTndukaTtop hopmMupyeTcs Ha OCHOBe annapaTHoOW KoHdurypaumm xocTta cepeepa R9 VEDA SCADA.
N3meHeHne KoHburypaumm caenaet TNLEH3NIO HeAeACTBMTENbHON. BbinonHARTe BCe HEO6X0ANMbIE NBMEHEHUS

B annapatHOM obecrneyeHnmn 40 3aKasa INLEH3UN.

MHCprKLl,MM no NoJly4eHUto annapaTtHoOro VI}J,eHTIACbM KaTtopa 1 yCTaHOBKe JIMLUEH3UN CM. B pa3aenax Hmxe.

5.1 MNonyyeHune annapatHoro upeHtTudpukartopa (Hardware ID)
CnepyinTe npoueaype, 4To6bl MONYYNTb annapaTHbIi ngeHTudukarTop xocta cepepa R9 VEDA SCADA.
MpeaBapuTenbHbie AeUCTBUN:

Ecnu Bbl oTkpbiBaeTe R9 VEDA SCADA yepes 6pay3ep, aBTOpM3ynTeCh Kak nonb3oBaTteslb C MpaBoOM Yrpas/sTh
JIMLJEH3UNEN.

Ecnu Bbl oTkpbiBaeTe R9 VEDA SCADA uepes gucnetdyepckoe 10, BbINoAHUTE cnefylolme oencTeus:
1. HactponTte nogaepxky R9 VEDA SCADA B paguocepsepe.
2. Axtusupyinte mogynb SCADA B gucnetyepckom 0.

Mpouepypa:

1. B nesoMm BepxHeM yrny Bknagku R9 VEDA SCADA HaxxMuTe MeHio (= ).

2. BMeHIo HaxxmuTe HacTpoiiku ( &) - Jiuuensumn (= ).
OTkpoeTcs cTpaHuua JIyeH3uu.

WHbopmaumus o nuueH3um

MpaBom Ha ucnons3oBaque obnajaer Company
WoeHTrdMKaTOp NMUEH3NOHHOTO KNoua 58029712-CAES5-40F5-8FAG-0775CF60340D
Anpec Address
[aTa OKOHYEHUA NOAAEPHKN 2022-09-02 8:17:02.466
KonuuecTBo yCTpOCTE 0/2
Konwuecteo Teros 0/32
PyHKUMOHAN Tun NUUEH3UKn [ata uctedeHun v
YCTaHOBUTL NULIEH3MIO D
AnnapaTHblid nHoeHTudrkaTop 0E33FE30-FF4B212A-5CT792214-4DB8Y69B-610F08B2 Fn

3. B npaBoM HUXHEM yrny KapTouku HaxmuTe KonupoBaTb ( ® ), 4TOGbI CKOMMpPOBaTb anmnapaTHbI
naeHTudunkartop B 6ycdhep ooMeHa.

Mocnepyowue paencTBUsN:
OTnpaBbTe cneayoLwyo MHPOpMaL MO Ha 3NIEKTPOHHYIO MOYTY KoMMepyeckoro npegctasutens 000 "BEJTA MK":

. HasBaHuWe BalLein opraHu3aumu.

30



JinueHsuposaHue MonyyeHue annapaTHoro ugeHTudukaropa (Hardware ID)

« AnnapaTtHbln ngeHTudunkaTop.

»  Cnuncok NnpuobpeTeHHbIX QYHKLUA.

5.2 YcTaHOBKaA NIULLEH3UN
CnepyiTe npoueaype, YTobbl ycTaHOBUTb NnLeH3nto R9 VEDA SCADA.
MpepeapuTenbHble peicTBUA:

Ecnu Bbl oTkpbiBaeTe R9 VEDA SCADA yepe3s 6paysep, aBTOPM3YNTECH KaK Mosib30BaTesb C MPaBOM YrpaB/sTb
JIMLeH3UNEN.

Ecnu Bbl oTkpbiBaeTe R9 VEDA SCADA yepes aucrnetyepckoe 10, BbiNoNHUTe cneayowme AedCTBUS:
1. HactponTe nopaepxky R9 VEDA SCADA B pagnocepsepe.
2. Aktuupyinte moaynb SCADA B aucnetyepckom 0.

Mpoueaypa:

1. B nesoMm BepxHeM yrny Bknagku R9 VEDA SCADA HaxxMuTe MeHio (= ).

2. BMeHio HaxxmuTe HacTpoitku ( ¥ ) - JiuueHsmm (= ).
OTKpoeTcs cTpaHuua JInueHsum.

WHdopmaumsa o nuueHaum

MpaBom Ha ucnons3o0eaqHve obnajaet Company
MaeHTrrEaTop NUMUEH3UOHHOTO KINJa 58029712-CAES-40F5-8FAG-0775CF60340D
Anpec Address
[laTa oKOHYaHUA NOANEPHKK 2022-09-02 8:17:02 466
KonwyecTeo yCTPORCTB 02
Konuuecteo Teroe 0/32
PyHKUNOHAN Tun NuUeH3aun [ata uctedeHun v
YCTAHOBWTE NALEH3NIO BbISPATH ©AAN
AnnapaTtHeld MHAeHTUdMKaTOP 0E33FE30-FF4B212A 5C792214-4DB8969B-610F08B2 Fn

3. B npaBoM HWXKHEM Yy KapTouKM HaxkxMuTe Bbi6paTb daiin.
OTKpoeTcsl cTaHAapTHOe OKHO A/A Bbl6opa daiina.

4. B Tpebyemol nanke Bbl6epuTe Gaitn TMLEH3UN U HAXXMUTE OTKPbITb.
OTKpoeTCs OKHO NpeABapUTeNbHOro MPOCMOTPa MH(GOPMaL MK O INLLEH3NUN.

5. B HMWXXHel YacTu OKHa HaXXMUTe YCTaHOBUTb, YTOBbI YCTaHOBUTb JTULIEH3UIO.
JlnueHsunsa 6ygeT npuMeHeHa.
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W3 vEDA MC

Komnanusa «BEOA MK» ucnbitana u nposepuna MHGOpMaLMio, COAepaLlyoca B HacToALeM PYKOBOLACTBE.

Hun npu Kakux obctoaTenbctBax KomnaHua «BEJA MK» He HeCc&T OTBETCTBEHHOCTU 3a MPAMbIE, KOCBEHHblE, haKTUUecKue,
no6oYHble UNK KOCBEHHbIE YObITKKU, NOHECEHHbIE BCIEACTBUE UCMONb30BaHUA U HEHAANEXaLUero UCnob3osaHna NHGop-
MaLuu, coep:Kalleiic B HaCTOALYeM PYKOBOACTBE.

[lata coctaBnenua 01.12.2025 r. © 000 BEOA MK
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